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Department of Computer Science and
Engineering aspires to be recognized
universally as a promoter of comput-
er technology and its applications and
socially relevant research pursuits.
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M1. Develop competent professional with
analytical skills and independent thinking
through excellent education for productive career
in industry, academics and as entrepreneurs.

M2. To enhance theoretical, experimen-
tal and applied skills of faculty and students
in Computer Science through nationally
and internationally recognized and socially
relevant research.

M3. Continuously improve physical and
academic infrastructure.

M4. Create nurturing environment for life-
long learning skills.
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CHAIRPERSON’S MESSAGE

Every person has their own individual potential, the
only thing you need to do is know your limitless
potential and use it for right things. I would like to
congratulate all the dear students and faculty members
for an amazing month with numerous occasions
where we got to know more about our students and
teachers. You are all unique and wonderful.

K Dr.S.C. Gupta,Chairperson,CSE/IT

HOD’S MESSAGE

I would like to congratulate the CSE Department for
their newsletter. This newsletter not only makes you
aware about the events and various activities in our
department but also connects each and every person.
I appreciate everyone for their tremendous efforts.

\

Dr.Vikram Bali, HOD,CSE
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E] FROM THE EDITOR'S DESa

FROM FACULTY EDITOR:

The bond between a mentor and a disciple is the most beautiful thing in this
world. We really worked hard for this newsletter and I would like to appreciate
everyone for their mind blowing efforts. I would like to request the readers to
have a joy of reading this newsletter and request you to send me any queries
or suggestions regarding this to my mail.

Mail Id : aakanksha.cse@piet.co.in

FROM STUDENT EDITORS:

We would like to congratulate our department for a great month.Firstly , we would like to thank
all the people who have helped us through the making of this newsletter. This has been a great and
wonderful experience. This semester has been full of successful events and many others amazing
things . Please get a glimpse of our newsletter and see what we have done so far.

Clt
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SOT-2

Surprise open test - 2 was
conducted on 16th february by
the CSE department to check the
practical and theoretical
knowledge of students.The test
was conducted in the net cafe
under the supervision of our
faculty members.Students got to
know their scores right

after their test on their computer
screens.
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The workshop on virtual labs was
successfully conducted by

Mr Prateek Sharma and Mr.Aashish
Ranjan,IIT,Delhi on 3rd February.
Nearly 350 students from CSE Dept.
were present in the workshop.

The objective was to provide remote
access to labs in various disciplines on
Sclence and Engineering.

It will provide complete Learning
Management System where

students can avail various tools like
web-resources,video lectures,
animated demonstrations and much
more.,

The event was attended by Dr.JC.
Sharma,Former Senior Scientist, NPL.
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SHORT TERNM COURSE ON
CYBEIR CERERIME AND
FORENSIC T OOLSs

A National Level 5 day STC (ITCBased) M |
on '‘Cyber Crime & Forensic Tools” was [t 8
organised by CSE Dept. in collaboration s
with NITTTR,Chandigarh.

Prof CRama Krishna
(NITTR,Chandigarh) DrRakesh Kumar
(NITTTR,Chandigarh)Mr. Amrendra
Sharan (NITTTR,Chandigarh) and

Er. Saurabh Kaushal (NITTTR Start-Up
Head)DrGaurav Kumar

(CEOMagma Consultancy,Ambala),
Mr.Vipin Gupta

(Director,U-Net Solution,Moga)
delivered the expert lectures.

Various topics like Symmetric & Assymetric key cryptography, XSS
Scripting,Secure Coding,Obfuscation,and Captcha for Web

Securlity Reverse & Bind Shells Information Gathering were covered
in the 5 day programme.
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This event was organised by the Team CSI of our college on 10th
February.The volunteers from CSE Dept. gathered all the
participants in the EGD hallAround 80 students participated and
among them 10 winners were shortlisted The theme was "“race your
Imagination”. The winner of the competition was Yash from BTech lst
year.The judges were DrBB. Sharma,Dean, Mr.Yoginder

Kataria, HOD,BBA, MsPriyanka Sehgal HOD MBA and

Dr.Sukhwinder Singh, HOD MCA and Dr.Vikram Bali HOD,CSE.
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ANDR ATION

A workshop was organised by CSE Dept. on the basic features and
development of Android.It started with the basic concepts of object
oriented language (Java) used in Android App Development.

After that introduction to android IDE ,android project structure was
discussed by Mr.ohiraz Khurana.First app that was developed in the
workshop was calculator app.Then workshop proceeded with how
to manage and launch them.Other apps that were discussed and
developed were app for playing music ,opening camera,open a
dialer,opening browser clicking photos.
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In recent years the practice of
Android rooting, that is the process of
allowing an Android phone or tablet
to bypass restrictions set by carriers,
operating systems or hardware
manufacturers, has become
increasingly popular.Many

rooting methods essentially operate
by launching an exploit against a
vulnerahility in the Android system.
Due to the fact that Android systems
are so diverse and fragmented and
that Android systems have a long
update cycle (typically due to the hold
time at mobile carriers), the window of
vulnerahilities is typically very large.
This creates the opportunity for
business of offering root as a service
by many companies, but at the same
also creates opportunities for
attackers to compromise the system
using exploits,
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Rooting comes with plenty of advantages. With full control of the
device, users can do everything from removing unwanted
pre-installed software, enjoy additional functionalities offered by
specialized apps and run paid apps for free. But, it also comes with
potential significant disadvantages. In a first-of-its-kind study of the
Android root ecosystem, researchers set out to (1) uncover how many
types and variations of Android root exploits exist publically and how
they differ from ones offered by commercial root providers and (2)
find out how difficult it 1s to abuse the exploits. They found that few of
the exploits could be detected by mobile antivirus software and that
are systematic weaknesses and flaws in the security protection
measures offered by commercial root providers that make them
susceptible to being stolen and easily repackaged in malware,

This is a highly unregulated area found to be abused by malware
authors looking to gain access to all kinds of personal information,
And, unfortunately, there is not much users can do except to hope that
a security update gets pushed out quickly by Google, vendors and
carriers, which they usually aren't.

Rooting is a response to that fact that users or mobile phones and
tablets are not given full control over their devices. In the Apple and
105 ecosystem, rooting is known as jailbreaking. Focus is on Android
because the system is more open and has more developers and
models, making it a better area for research. Development of root
exploits generally fall into two categories. Individual developers or
hackers often identify vulnerabhilities, develop and make public exploit
tools.
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In addition, there are commercial companies that develop exploits.
These take the form of apps, which are typically free, that users
voluntarily download and then click on to activate the exploits.

This 1s a really a phenomena in computer history, in which users are
essentially voluntarily launching attacks against their own devices to
gain control.

Unfortunately, as findings show, attackers can acquire such exploits by
iImpersonating a regular user. To make matters worse, large
commercial root providers have a large repository of root exploits,
which gives attackers a strong incentive to target such providers.

In research, engineers focused on seven large commercial root
providers, one of which they studied more in depth. They found that
one company had more than 160 exploits, which they subcategorized
into 50 families.

That 50 figure 1s almost double the number of exploits (30) they found
publically available from individual developers.

If they are able to do this then hackers can definitely do it too.

THANK YOU !
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e Various new
Instruments were there .

« Students of CSE 2nd and 3rd year
went for an industrial visit to CSIO,
Chandigarh on National Science
Day1e.28th February ,2017.

« Around 100 students from our
department with faculty members
went there.

e Creat Initiative by Team CSL. .
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Tarun Gupta and Kritik
Malhotra of BTech CSE
have participated in IT
Quiz organised by CSI
soclety 1n JIIMS, Delhi.
They have got certificate
of appreciation for the
event.

Besides that,they have
gained knowledge and
have increased their self
confidence.
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ALUMN1T

SPEAKS

YU VRAS StiARMA
(2009-2013) Batch

[ take it as my privilege to
connect with my college as
alumni through this write
up.Well I find myself all
groomed up and ready to face
the world after completing my
four years spanl joined the
college as a boy and came out
as a young man with so many
dreamslI dedicate this to my
teachers and their guidance.
The managing committee of
this college 1s so supportive that
[ feel honored to be a part of
this instituteI would like to stay
connected with my college and
will serve 1t whenever given a
chance.
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