PANIPAT INSTITUTE OF ENGINEERING AND TECHNOLOGY
PANIPAT

DEPARTMENT OF B.TECH CSE( CYBER SECURITY)
LESSON PLAN

Subject:BIS

Semester:5th

Subject Code:HM-902

S No.

Lecture No.

Topics To Be
Covered

Mode of
Teaching

Planned Date

Covered Date

L1

Case studies
on
Entrepreneur

Group
Discussion

05.09.2023

06.09.2023

L2

Case studies
on
Entrepreneur

Group
Discussion

05.09.2023

06.09.2023

L3

Case studies
on
Entrepreneur

Case Study

06.09.2023

12.09.2023

L4

Revision

12.09.2023

13.09.2023

L5

Opportunity /
Identification
and Product
Selection

Smart board

13.09.2023

14.09.2023

L6

Opportunity /
Identification
and Product
Selection

Smart board

14.09.2023

19.09.2023

L7

Entrepreneuria
1 Opportunity
Search and
Identification

Presentation

19.09.2023

20.09.2023

L8

Entrepreneuria
1 Opportunity
Search and
Identification

Presentation

20.09.2023

21.09.2023

L9

Criteria to
Select a
Product

Smart board

21.09.2023

26.09.2023

Criteria to
Select a
Product

Smart board

26.09.2023

27.09.2023

Conducting
Feasibility
Studies,
Project
Finalization

Smart board

27.09.2023

27.09.2023




Conducting
Feasibility
Studies,
Project
Finalization

Smart board

27.09.2023

11.10.2023

Sources of
Information,C
onducting
Marketing
Research

Presentation

11.10.2023

12.10.2023

L14

Industry
Analysis and
Competitor
Analysis

Smart board

12.10.2023

13.10.2023

15

Market
segmentation
and
positioning,
Marketing
mix and
export
marketing

Smart board

13.10.2023

17.10.2023

Revision

17.10.2023

18.10.2023

L17

Project Report
Preparation;
Specimen of
Project Report

Smart board

18.10.2023

19.10.2023

Project Report
Preparation;
Specimen of
Project Report

Smart board

19.10.2023

20.10.2023

Methods of
Project
Appraisal

Whiteboard,PP

20.10.2023

20.10.2023

20

Methods of
Project
Appraisal

Whiteboard,PP

20.10.2023

25.10.2023

21

Project
Planning and
Scheduling
using
Networking
Techniques of
PERT/ CPM

Whiteboard,PP

25.10.2023

26.10.2023




22

Small
Enterprises
and Enterprise
Launching
Formalities:
Definition of
Small Scale;
Rationale;
Objective;
Scope

Smart board

26.10.2023

27.10.2023

23

Role of SST in
Economic
Development
of India

Smart board

27.10.2023

31.10.2023

24

L24

Role of SST in
Economic
Development
of India

Smart board

31.10.2023

02.11.2023

25

SSI;
Registration;
NOC from
Pollution
Board;Machin
ery and
Equipment
Selection

Smart board

02.11.2023

16.11.2023

26

NOC from
Pollution
Board;
Machinery
and
Equipment
Selection

Smart board

16.11.2023

21.11.2023

27

L27

MSME’s
definition
Significance,
schemes
challenges

Smart board

21.11.2023

23.11.2023

28

Test

23.11.2023

24.11.2023

29

Role of
Support
Institutions
and
Management
of Small
Business:
Director of
Industries.

Smart board

24.11.2023

28.11.2023

30

Special issues
for
entrepreneurs

Smart board

28.11.2023

29.11.2023

31

Special issues
for
entrepreneurs

Smart board

29.11.2023

30.11.2023




32

Private /
Public
company
formation
requisites

Presentation

30.11.2023

06.12.2023

33

Intellectual

property
rights (IPR)

Smart board

06.12.2023

08.12.2023

34

Intellectual

property
rights (IPR)

Smart board

08.12.2023

11.12.2023

35

Revision

Smart board

11.12.2023

12.12.2023




PANIPAT INSTITUTE OF ENGINEERING AND TECHNOLOGY
PANIPAT
DEPARTMENT OF B.TECH CSE( CYBER SECURITY)
LESSON PLAN

Subject:Computer Networks

Subject Code PC-CS-CYS-311A
Semester:Sth

S No.

Lecture No.

Topics To Be
Covered

Mode of
Teaching

Planned Date

Covered Date

L1

Types of
computer
networks:
LAN, MAN,
WAN, Wireles
s and Wired
networks,
broadcast and
point-to- point
networks

Smart Board

06.09.2023

12.09.2023

L2

Types of
computer
networks:
LAN, MAN,
WAN, Wireles
s and Wired
networks,
broadcast and
point-to- point
networks

Smart Board

06.09.2023

12.09.2023

L3

Network
topologies,
protocols,
interfaces and
services, ISO-
OSI reference
model,
TCP/TP
architecture.

Whiteboard,PP

12.09.2023

14.09.2023

L4

Concept of
Analog &
Digital

Signal,
Bandwidth,
Transmission
Impairments:
Attenuation,
Distortion,Noi
se

Whiteboard,PP
T

14.09.2023

18.09.2023




L5

Multiplexing:
Frequency
Division,
Time
Division,
Wavelength
Division

Smart Board

18.09.2023

19.09.2023

L6

Transmission
Media:
Twisted pair,
Coaxial cable,
Fiber optics,
Wireless
transmission
(radio,
microwave,infr
ared)

Whiteboard,PP
T

19.09.2023

21.09.2023

L7

Switching:
Circuit
Switching,
Message
Switching,
Packet
Switching &
comparisons,
narrowband
ISDN,broadba
nd ISDN

Smart Class Ro}

21.09.2023

25.09.2023

L8

Data Link
Layer: Error
Control,
Types of
errors,
framing
(character and
bit stuffing)

Whiteboard,PP
T

25.09.2023

26.09.2023

L9

Error
detection &
correction
methods

Whiteboard,PP
T

26.09.2023

27.09.2023

L10

Flow control;
Protocols:
Stop & wait
ARQ

Whiteboard,PP
T

27.09.2023

28.09.2023

L11

Go-Back- N
ARQ

Whiteboard,PP
T

28.09.2023

09.10.2023

L12

sliding
window
protocols,
Selective
repeat ARQ

Whiteboard,PP
T

09.10.2023

10.10.2023

L13

HDLC

Whiteboard,PP

T

10.10.2023

11.10.2023




Point to point

L14 protocol, Smart Board |11.10.2023 16.10.2023
FDDI
14
Token bus,
L15 token ring; | Whiteboard.PP1, ¢ 053 |17.10.2023
Reservation, |T
15 polling
Multiple
access
protocols:
L16 Pure Smart Board |17.10.2023 17.10.2023
ALOHA,
Slotted
16 ALOHA
CSMA, Whiteboard,PP
17 L17 CSMA/CD T 17.10.2023 18.10.2023
FDMA,
L18 TDMA, Smart Board |18.10.2023 18.10.2023
18 CDMA
LLC,
L19 Traditional Whiteboard,PP 18.10.2023 19.10.2023
Ethernet, fast |T
Ethernet
19
Network
devices-
repeaters,
L0 [ubs Whiteboard PPl 6 152023 |26.10.2023
switches, T
Bridges,
Router,
20 Gateway.
Network
layer: .
L21 Addressing: ivmteboard’PP 26102023 [30.10.2023
Internet
21 address
- L22 Sub-netting ivmteboard’PP 30.102023  [31.10.2023
Routing
techniques,
L23 static vs. Whiteboard PP} 102023 [31.10.2023
dynamic T
routing,
routing table
23
DHCP, IEEE .
L24 standards ivmteboard’PP 31102023 [03.11.2023
24 802.x
Routing
L25 algorithms: Whiteboard,PP 03.11.2023 16.11.2023
shortest path | T
25 algorithm
Flooding,
distance .
L26  |vector ivmteboard’PP 16.11.2023  |20.11.2023

26

routing, link
state routing




27

L27

Protocols:
ARP, RARP,
1P, ICMP,
IGMP,
IPV6;Unicast
and multicast
routing
protocols,
ATM.

Whiteboard,PP
T

20.11.2023

20.11.2023

28

L28

Transport
layer: Process
to process
delivery;
UDP; TCP,
RPC

Whiteboard,PP
T

20.11.2023

21.11.2023

29

L29

Congestion
control
algorithm:
Leaky bucket
algorithm,
Token bucket
algorithm,
choke packets

Whiteboard,PP
T

21.11.2023

23.11.2023

30

L30

Quality of
service:
techniques to
improve QoS

Whiteboard,PP
T

23.11.2023

27.11.2023

31

L31

Application
layer: DNS;
SMTP,
SNMP, FTP,
HTTP &
WwWwW

Whiteboard,PP
T

27.11.2023

27.11.2023

32

L32

Firewalls,
Bluetooth,
Email,
S/MIME,
IMAP

Whiteboard,PP
T

27.11.2023

28.11.2023

33

L33

Network
Security:
Cryptography

Whiteboard,PP

28.11.2023

29.11.2023

34

L34

User
authentication,
security
protocols in
internet

Whiteboard,PP

29.11.2023

30.11.2023

35

L35

public key
encryption
algorithm,
digital

signatures.

Whiteboard,PP
T

30.11.2023

06.12.2023




PANIPAT INSTITUTE OF ENGINEERING AND TECHNOLOGY
PANIPAT

DEPARTMENT OF B.TECH CSE( CYBER SECURITY)

LESSON PLAN

Subject:DAA

Semester:5th

Subject Code:PC-CS-CYS-301A

S No. Lecture No. Topics To Be Mode.of Planned Date | Covered Date
Covered Teaching
Algorithms
and its
1 L1 complexity Smart Class |5 095023 | 06.09.2023
. Room
(Time and
Space),
Algorithms
and its
2 L2 complexity Smart Class |5 095023 | 06.09.2023
Rk Room
(Time and
Space),
3 L3 Analyzing - | white board,, |~ 09 5553 [ 12,09.2023
Algorithms ppt
4 L4 Asymptotic | whiteboard, ) g 553 | 13092023
Notations ppt
5 L5 Priority Queue| SMACIaSS |5 005003 | 14.09.2023
ty Room o o
6 L6 Quick Sort. Whltepl;‘;ard’ 14.09.2023 | 19.09.2023
7 L7 Recurrence | Smart Class | g 06 5053 | 20.09.2023
relation Room
Methods for .
8 L8 solving Whlteb‘;ard’ 20.09.2023 | 21.09.2023
recurrence pp
Substitution,
9 L9 Recursion whiteboard,, 15 19 5023 | 26.09.2023
tree, Master ppt
theorem
10 L10 Strassen f whiteboard,, | ¢ 10 5053 | 27.09.2023
multiplication ppt
11 L11 Dynamic | whiteboard, | 7 5 5053 | 57092023
programming ppt
Elements, .
12 L12 Matrix-chain Whlteb‘;ard’ 27.09.2023 | 11.10.2023
multiplication PP
longest white board
13 L13 common C 11102023 | 12.102023
subsequence PP
14 L14 Greedy whiteboard,, |15 165003 | 13.10.2023
algorithms ppt
- Elements,
15 L15 Activity- whiteboard,, |13 165003 | 17.10.2023
Selection ppt

problem




Huffman

16 L16 codes, Task | Smart Class | -2 155053 | 18102023
scheduling Room
problem
Travelling .
17 L17 Salesman white b‘zard’ 18.10.2023 | 19.10.2023
Problem, pp
Advanced
data
18 L18 Structures Smart Class | 19 105023 | 20102023
. . Room
Binomial
heaps
Splay Trees, .
19 L19 Red-Black | "Mt b‘zard’ 20102023 | 20.10.2023
Trees, pp
Review of
graph .
20 £20  |algorithms: - | Vi€ 100 109003 | 25.10.2023
ppt
Traversal
Methods
Depth first
and Breadth hite board
21 L21 first search, | " nCPO%E 1 55102023 | 26.10.2023
. ppt
Topological
sort,
strongly
connected .
2 £22  |components, | “MHEPOAds 156102023 | 27102023
Mini ppt
mimum
spanning trees
Kruskal and
23 23 |PrimsSingle | whiteboard, 17 155005 | 31102023
source ppt
shortest paths
Relaxation,
Dijkstra .
24 L24  |Algorithm, | Vhite b‘zard’ 31.102023 | 02.11.2023
Bellman- Ford pp
algorithm
Single source
25 L25 shortest paths - white board,, | ) 1y 555 | 16112003
for directed ppt
acyclic graphs
All pairs
shortest .
26 L26 |pathsand white b‘zard’ 16.11.2023 | 21.11.2023
matrix pp
multiplication
Floyd- .
27 L27 Warshall whiteboard,, 1 1y 5003 | 23.11.203

algorithm

ppt




Computational

white board ,

28 L28 : 23.11.2023 | 24.11.2023
Complexity ppt

29 L29 Basic whiteboard,, 1) 1y 5003 | 28.11.2023
Concepts ppt
Polynomial

30 L30 Vs Non- whiteboard,, | )¢ 1y 5023 | 29.11.2023
Polynomial ppt
Complexity
NP-hard and white board

31 L31 NP-complete ] 29.112023 | 30.11.2023
classes pp
Flow and

32 L3 |Sorng white board, 1) 0 14 2023 | 06.12.2023
Networks ppt
Flow networks
Ford- .

33 L33 Fulkerson white b‘;ard | 06.122023 | 08.12.2023
method pp
Maximum
Bipartite .

34 L34  |matching, white b‘;ard | 08.12.2023 | 11.12.2023
Sorting pp
Networks,
Comparison

35 L35 network, The | whiteboard, | ) 15 5053 |15 122023
zero- One ppt
principle
Bitonic .

36 L36  |sorting white b‘;ard | 12122023 | 13.12.2023
network pp

37 L37 Merging whiteboard,, |13 15 5003 | 14.12.2023
networks ppt

38 L 38 Merging whiteboard,, |y 15 5003 | 15.12.2023
networks ppt




PANIPAT INSTITUTE OF ENGINEERING AND TECHNOLOGY

PANIPAT
DEPARTMENT OF B.TECH CSE( CYBER SECURITY)
LESSON PLAN
Subject:ISDH Subject Code:: ES-CS-CYS-
Semester:5th 305A
S No. Lecture No. Topics To Be Mode.of Planned Date | Covered Date

Covered Teaching
A model for
Internetwork

1 L1 securlty. Smart Class |5 692023 | 06.09.2023
Classical Room
Encryption
Techniques
A model for
Internetwork

2 L2 securlty. Smart Class |5 692023 | 06.09.2023
Classical Room
Encryption
Techniques

3 L3 DES, Strength | white board , 06.09.2023 12.09.2023
of DES ppt
Differential .

4 L4 andLinear | "0 bi’ard | 12092023 | 13.09.2023
Cryptanalysis PP
Block Cipher
Design

5 Ls Pr1nc1plf?s and | white board , 13.09.2023 14.09.2023
Block Cipher ppt
Modes of
operation
Block Cipher
Design

6 L6 Pr1nc1plf?s and | white board , 14.09.2023 19.09.2023
Block Cipher ppt
Modes of
operation
Blowfish,

7 L7 Placement of | white board., | 1 59 5073 [ 20,09.2023
Encryption ppt
Function

8 L8 Traffic | whiteboard, | ) 592023 | 21.09.2023
Confidentiality ppt

9 L9 Rey whiteboard, |} 092023 | 26.09.2023
Distribution ppt
Random .

10 L10  |Number white bi’ard "1 26092023 | 27.09.2023
Generation. PP

1 Ly Revision& - SmartClass |5 0 5053 | 27.09.2023
Doubt Session Room




white board ,

12 L12 Class Test-T oot 27.092023 | 11.10.2023
Discussion on Smart Cl
13 L13 solution of marttiass 11102023 | 12.102023
Room
Class Test-1
Public key .
14 L14 Cryptography | Mt b?ard’ 12.10.2023 | 13.10.2023
Principles pp
15 LIS RSA algorithm Whlt‘;;’ard’ 13.10.2023 | 17.10.2023
16 L16 Key whiteboard,, | 15 165023 | 18.10.2023
Management ppt
Diffie- .
17 L17 Hellman Key | "M b?ard’ 18.10.2023 | 19.10.2023
Exchange pp
Elliptic Curve
Cryptography .
18 L18 Associations | "Vt b?ard’ 19.10.2023 | 20.10.2023
and Key pp
Management
Message
19 L19 authentication | white board , 20.10.2023 20.10.2023
and Hash ppt
Functions
Authentication
Requirements .
20 120 and Functions, | "0 1 o0 165003 | 25102023
M ppt
essage
Authentication
21 L21 Hash whiteboard,, 15 162023 | 26.10.2023
Functions ppt
22 L22 SHA-512 [ whiteboard,, | (16 5003 | 27.10.2023
Hash Function ppt
MACs-Hash
23 L23 and MAC whiteboard,, 15 16 5023 | 31.10.2023
Algorithms ( ppt
HMAC).
IP Security:
24 L24 Overview, IP | whiteboard , | 3\ 15053 | 02112023
Security ppt
Architecture
Authentication hite board
25 125 Header, whtte board, 0> 112023 | 16.11.2023
E ati ppt
ncapsulating

Security




26

L26

Payload,
Combining
Security
Associations
and Key
Management

white board ,
ppt

16.11.2023

21.11.2023

27

L27

Revision &
Doubt Session

white board ,
ppt

21.11.2023

23.11.2023

28

L28

Class Test-IT

white board ,
ppt

23.11.2023

24.11.2023

29

L29

Discussion on
solution of
Class Test-IT

white board ,
ppt

24.11.2023

28.11.2023

30

L30

Introduction:
Data hiding
models,
security and
privacy
aspects,
techniques for
hiding data

white board ,
ppt

28.11.2023

29.11.2023

31

L31

Digital audio,
video, images
and text.

white board ,
ppt

29.11.2023

30.11.2023

32

L32

Steganography
: Introduction,
how it is
different from
cryptography,

white board ,
ppt

30.11.2023

06.12.2023

33

L33

Classification
of
steganography
algorithms:Tra
nsform-based,
spatial
domain,
statistical

white board ,
ppt

06.12.2023

08.12.2023

34

L34

Applications
of
steganography:
Covert
channels,audio
data, military,
ecommerce

white board ,
ppt

08.12.2023

11.12.2023




35

L35

Watermarking
: Introduction,
how it is
different from
steganography
and
cryptography,

white board ,
ppt

11.12.2023

12.12.2023

36

L36

watermarking
algorithms,
watermarking
applications,
limitations in
watermarking.

white board ,
ppt

12.12.2023

13.12.2023

37

L37

Digital rights
management
issues: e-
commerce,
copyright
protection,
intellectual

property.

white board ,
ppt

13.12.2023

14.12.2023

38

L38

Issues, digital
signatures,
authentication

white board ,
ppt

14.12.2023

15.12.2024

39

L39

case studies,
business
models.

white board ,
ppt

14.12.2023

15.12.2024

40

L40

Multimedia
security and
information
assurance

white board ,
ppt

14.12.2023

15.12.2024




PANIPAT INSTITUTE OF ENGINEERING AND TECHNOLOGY
PANIPAT

LESSON PLAN

DEPARTMENT OF B.TECH CSE( CYBER SECURITY)

Subject: MPI

Semester:5th

Subject Code ES-CS-CYS-307A

S No.

Lecture No.

Topics To Be
Covered

Mode of
Teaching

Planned Date

Covered Date

L1

8086 Block
diagram;
Description of
data registers,
address
registers;
pointer and
index
registers,
Queue, BIU
and EU.

Smart Class
Room

23.08.2023

28.08.2023

L2

8086 Block
diagram;
Description of
data registers,
address
registers;
pointer and
index
registers,
Queue, BIU
and EU.

Smart Class
Room

23.08.2023

28.08.2023

L3

PSW

white board ,
ppt

28.08.2023

29.08.2023

L4

8086 Pin
diagram
description

white board ,
ppt

28.08.2023

29.08.2023

L5

Generating
8086 CLK
and reset
signals using
8284. WAIT
state
generation

Smart Class
Room

29.08.2023

30.08.2023

L6

Microprocesso
r BUS types
and buffering
techniques

white board ,
ppt

30.08.2023

08.09.2023

L7

8086
Minimum
mode module

Smart Class
Room

08.09.2023

11.09.2023

L8

Maximum
mode CPU
module

white board ,
ppt

11.09.2023

13.09.2023




8086 CPU

Read/Write
timing
9 L9 diagrams in | white board, |3 0 553 | 1509 2023
minimum ppt
mode and
maximum
mode
Address
decoding
techniques. .
10 L10 Interfacing Whlteb‘;ard’ 18.09.2023 | 20.09.2023
SRAMS; pp
ROMS/PROM
S
Address
decoding
techniques. .
1 L11 Interfacing Whlteb‘;ard’ 20.09.2023 | 25.09.2023
SRAMS; pp
ROMS/PROM
S
Interfacing .
12 L12  |and refreshing Whlteb‘;ard’ 25.09.2023 | 27.09.2023
DRAMS. pp
Unit: 3 8086
Instruction .
13 L13 Set: Whlteb‘;ard’ 25.09.2023 | 27.09.2023
Instruction pp
formats,
14 L14 Addressing | Smart Class | 10 5053 | 9.10.2023
modes Room
15 L15 Data transfer | whiteboard, |0 15053 | 10102023
nstructions ppt
String
16 L16 instructions, - { Smart Class |y 15053 | 11102023
logical Room
instructions
17 L17 Arithmetic | whiteboard, |, 15053 | 11102023
nstructions ppt
Transfer of
control
18 L18 instructions; { Smart Class | ) 15053 | 16102023
process Room
control
instructions
19 L19 Assembler  white board,, | ¢y 5055 | 17102003
directives ppt
Unit-4 Basic
1/O Interface:
Parallel and hite board
20 L20 Serialyo | V€ ‘;ar’ 17.102023 | 18.10.2023
Port design PP

and address
decoding.




Intel’s 8255

description hite board
21 L21 and white ‘;ar | 18102023 | 20.10.2023
interfacing PP
with 8086
Intel’s 8255
description .
22 L22 and white b‘;ard | 18102023 | 20.10.2023
interfacing pp
with 8086
ADC:s - types,
23 L23 operation and | white board, 1| 15053 | 55102023
interfacing ppt
with 8086
DAC:s - types,
24 L24 operation and | white board, 1|5 15053 | 57102023
interfacing ppt
with 8086
Interfacing of
25 L25 Keyboards, | whiteboard, |5 105053 | 30.10.2023
alphanumeric ppt
displays
Interfacing of .
26 L26 multiplexed | "M b‘;ard | 27.102023 | 30.10.2023
displays PP
Interfacing of .
27 L27 multiplexed | "M b‘;ard | 30102023 | 02.11.2023
displays PP
28 Lo Interfacing of | white board , 02.11.2023 17.11.2023
stepper motor ppt
Memory .
29 L29 mapped 10 | “Pi© b‘;ard | 17.112023 | 20.11.2023
Vs Isolated I/0 pp
Memory .
30 L30 mapped 10 | Wi b‘;ard | 20112023 | 23.11.2023
Vs Isolated I/0 pp
Interfacing of
31 L31 optical ) whiteboard, |3 11 5055 | 24112023
encoder with ppt
8086
Intel’s 8251
description .
32 L32 and white b‘;ard | 24112023 | 27.11.2023
interfacing pp

with 8086




Intel’s 8251

description hite board
33 L33 and white ‘;ar | 27112023 | 29.11.2023
interfacing PP
with 8086
Interrrupts
and DMA:
8086
34 L34 fnterrupt | white board,, | g 1} 5553 | 01122023
mechanism; ppt
interrupt types
and interrupt
vector table.
35 L35 Applications | white board,, |, 15 5055 | (6122023
of interrupts ppt
36 L 36 Intel’s 8259 Whltepl;‘;ard’ 06.12.2023 | 08.12.2023
DMA .
37 L37 operation, | White b‘zard’ 08.12.2023 | 09.12.2023
Intel’s 8237 PP
38 L 38 Intel’s 8260 Whltepl;‘;ard’ 09.122023 | 11.12.2023
DMA .
39 L 39 operation. | VHitePoard, 1y 1 o003 | 13.12.2023

Intel’s 8238

ppt




PANIPAT INSTITUTE OF ENGINEERING AND TECHNOLOGY
PANIPAT
DEPARTMENT OF B.TECH CSE( CYBER SECURITY)

LESSO

N PLAN

Subject: STT

Semester:5th

Subject Code: PC-CS-CYS-303A

S No.

Lecture No.

Topics To Be
Covered

Mode of
Teaching

Planned Date

Covered Date

L2

Motives,
Target Assets
and
vulnerabilities

Smart Board

23.08.2023

24.08.2023

L2

Motives,
Target Assets
and
vulnerabilities

Smart Board

23.08.2023

24.08.2023

L3

Consequences
of threats,
Email threats

white board ,
ppt

24.08.2023

31.08.2023

L4

Web, threats,
Intruders and
Hackers,
Insider threats

white board ,
ppt

31.08.2023

04.09.2023

L5

Cyberc rimes.
Network
Threats:
Active/
Passive —
Interference —
Interception

Smart Board

04.09.2023

06.09.2023

L6

Impersonation
— Worms
—Virus —
Spam’s

white board ,
ppt

04.09.2023

06.09.2023

L7

Ad ware, Spy
ware — Trojans
and covert
channels

Smart Board

06.09.2023

11.09.2023

L8

Backdoors —
Bots — IP,
Spoofing

white board ,
ppt

11.09.2023

13.09.2023

L9

ARP spoofing,
Session
Hijacking,
Sabotage

white board ,
ppt

13.09.2023

14.09.2023




10

Internal treats
Environmental
threats, Threat
to Server
security.

white board ,
ppt

14.09.2023

18.09.2023

11

Unit 2:
Security
Threat
Management:
Risk
Assessment

white board ,
ppt

18.09.2023

20.09.2023

12

Forensic
Analysis

white board ,
ppt

18.09.2023

20.09.2023

13

Security threat
correlation

white board ,
ppt

20.09.2023

21.09.2023

14

L14

Security threat
correlation

Group Discussi

21.09.2023

25.09.2023

15

Threat
awareness,
Vulnerability
sources and
assessment

Smart Board

25.09.2023

27.09.2023

16

Vulnerability
assessment
tools, Threat
identification
Threat
Analysis

white board ,
ppt

27.09.2023

09.10.2023

17

L17

Threat
Modeling

Smart Board

09.10.2023

11.10.2023

18

Model for
Information
Security
Planning

white board ,
ppt

11.10.2023

12.10.2023

19

Unit 3: :
Authorization
and
Authentication
, types,
policies and
techniques

Smart Board

12.10.2023

16.10.2023

20

Security
certification,
Security
monitoring
and Auditing

Group Discussi

12.10.2023

16.10.2023

21

Security
Requirements
Specifications
—Security
Policies and
Procedures

white board ,
ppt

16.10.2023

18.10.2023




white board ,

2 22 |Firewals DS | °J 18.10.2023 | 19.10.2023
23 L23 Firewalls, IDS ;’;ht“e board, 1 19 10.2023 | 25.10.2023
24 L4  |LegFiles, jwhiteboard, | g 405053 | 26.10.2023
Honey Pots ppt
Unit 4:Access
Control .
25 L25 Mechanism: Wht“e board, | ¢ 10.2023 | 30.10.2023
Trusted pp
Computing
26 Lo [Mulilevel jwhiteboard, | 40 405053 | 02.11.2023
security ppt
27 L7 |Securty whiteboard, 1) 11,2023 | 16.11.2023
models ppt
28 L28 Security whiteboard, |4 ¢ 112023 | 20.11.2023
models ppt
Trusted
29 Log  |Systems, whiteboard, | 0 112023 | 23.11.2023
Software ppt
security issues
Physical and .
30 L30 |infrastructure Wht“e board, | 53 112023 | 27.11.2023
security PP
Human factors white board
31 L31 — Security | | 27112023 | 30.11.2023
awareness pp
32 L3 |Seeurty whiteboard, |7 112023 | 30.11.2023
Training ppt
Email and
33 L33 Internet use |Group Discussi] 30.11.2023
policies 06.12.2023
34 L34 Surprise Test 30.11.2023 06.12.2023
Trusted
Systems, ..
35 L35 Software Revision
security issues
06.12.2023  [07.12.2023
Security ..
36 L36 models Revision 06.12.2023  [07.12.2023




